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X E% This research aims to develop robust speech deepfake attribution technologies. This year,
we proposed "FakeMark," a watermarking framework that injects artifact-correlated cues to enable
reliable source attribution even under malicious attacks or distortions. Our results provide a
foundation for more resilient and adaptive speech security systems.
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Background and Obijectives
The rapid evolution of generative Al has made
create highly realistic

it easy to "speech

deepfakes," posing severe security risks such as
fraud and misinformation. Traditional detection
systems often struggle to generalize to unseen
generation models or remain vulnerable to signal
distortions (e.g., codec compression). To address

these limitations, this project focuses on
enhancing "attribution" (identifying the source
system) through proactive watermarking. Using
TSUBAME’s computing resources, we developed
methods to maintain high accuracy in diverse,
real-world scenarios.

FakeMark: Deepfake Attribution with Watermarked
Artifacts

We developed "FakeMark," a novel framework
that injects watermarks correlated with the
intrinsic artifacts of specific deepfake systems, as
illustrated in Figure 1.

Unlike conventional methods that embed
arbitrary bitstrings, FakeMark allows a detector
to identify the source system by leveraging both
the injected watermark and the generator's

natural fingerprints.

Experimental results showed that FakeMark
maintains high attribution accuracy even when
samples undergo heavy codec compression or
removal attacks. This hybrid approach ensures
that if the watermark i1s partially removed, the
intrinsic artifacts still provide sufficient cues for
detection, significantly improving robustness over

existing solutions.
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(b) watermarking model
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Figure 1:Overview of (a) deepfake detection
and attribution, (b) classifier-based attribution,
(c) watermarking-based attribution, and (d)

proposed FakeMark.

Future Work

Moving forward, we will investigate a new
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perspective on MLOps: the impact of data quality
on training performance. We aim to develop
strategies to select high-value data and remove
less useful samples during out-of-domain training,
thereby improving both detection accuracy and
computational efficiency.

Additionally, we plan to examine how to extend
these speech-based MLOps outcomes to general
audio and music data. This expansion will help
establish a more universal framework for audio
deepfake detection and attribution across diverse

acoustic domains.
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