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Using TSUBAME GPU resources, we conducted research on Al security, privacy, and multimodal

disinformation analysis. The project produced five main outcomes: GreedyPixel for fine-grained

black-box attacks; a multilingual multimodal disinformation dataset; an 8-way taxonomy and

benchmark for multimodal disinformation analysis; MSPD, a fast transferable pre-release defense

against adversarial attacks; and DiffMI, a diffusion-based training-free model inversion attack for face

recognition. These results advance the evaluation of security, robustness, and reliability in modern Al

systems.
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Deep learning is now widely used in
authentication, media generation, information
recommendation, and fact-checking. At the same
time, its deployment has raised major concerns
related to adversarial manipulation, privacy
leakage, and Al-generated disinformation. Key
challenges include understanding high-precision
attacks in black-box settings, evaluating privacy
leakage from face embeddings, designing efficient
defenses against unseen attacks, and building
systematic benchmarks for multimodal
disinformation analysis. In this project, we used
TSUBAME to conduct large-scale training,
inference, and comparative experiments, and
developed new attack and defense methods as
well as supporting datasets and benchmarks.
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This project produced five research outcomes
spanning  fine-grained  black-box  attacks,
multimodal disinformation analysis, preemptive
defense, and face recognition privacy. Figure 1-5
summarize the core ideas of the five papers.

1. GreedyPixel ([1])

A query-based black-box adversarial attack that
performs per-pixel greedy optimization and
reaches near white-box precision without
gradient access.
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Figure 1. GreedyPixel changes only a few pixels while

causing misclassification.

2. Multilingual disinformation dataset ([2])

A multilingual multimodal benchmark curated



from professional fact-checking websites, with
image-text pairs, five-level factuality labels, and
supportive explanations.
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Figure 2. Structure of the multilingual multimodal
disinformation dataset.

3. 8-way disinformation taxonomy ([3])

A unified formulation that jointly models image
veracity, text veracity, and cross-modal
consistency, together with a benchmark and
LVLM-based reasoning pipeline.
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Figure 3. The 8-way taxonomy covers image, text, and
cross-modal consistency.

4. MSPD preemptive defense ([4])

A fast and transferable pre-release defense that
improves robustness against future adversarial
attacks under a minimal two-epoch optimization
design.
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Figure 4. MSPD protects media before release to
mitigate later attacks

5. DiffMI model inversion ([5])

The first diffusion-based, training-free model
inversion attack for face recognition, enabling
efficient identity reconstruction from embeddings
on unseen targets.
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Figure 6. DiffMI studies privacy leakage from face
recognition embeddings.
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1. Results on adversarial attack and defense

GreedyPixel [1] introduced a fine-grained
black-box adversarial attack based on per-pixel
greedy optimization with query feedback only,
achieving high attack precision without gradient
access. MSPD [4] proposed a fast and transferable
pre-release defense that adds lightweight
protective perturbations before media release and
showed effectiveness across unseen models and
attacks. Together, these results improve practical
robustness evaluation from both the attack and
defense perspectives.

2. Results on face recognition privacy

DiffMI [5] introduced the first diffusion-based,
training-free model inversion attack for face
recognition systems. By combining robust
initialization and confidence-aware optimization,
it can reconstruct identity information from
leaked embeddings without target-specific
training and can generalize across different face
recognition models.

3. Results on multimodal disinformation analysis

We first built a multilingual multimodal dataset
for disinformation detection using image-text
pairs collected from professional fact-checking
websites and annotated with a five-level
factuality scheme and supportive explanations [2].
We further proposed an 8-way taxonomy that
jointly models image veracity, text veracity, and
cross'modal consistency, together with a
benchmark dataset and a modular LVLM-based
pipeline for multimodal reasoning [3].
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Overall, this project produced five outcomes



spanning attack methods, pre-release defense,
face recognition privacy evaluation,
disinformation  datasets, and multimodal
disinformation benchmarks. TSUBAME'’s
high-performance GPUs and large memory
capacity enabled efficient large-scale experiments
across multiple models, datasets, and threat
settings. Future work will extend these studies
toward more realistic threat models, lightweight
yet reliable defense design, and broader
evaluation frameworks for secure and
trustworthy multimodal Al
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